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The appearance of the Electronic Health Record has improved 

the heavy and complicated procedure .
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Background
• The users may interest in EHR

– Patients 

– Health care providers

– Other: insurers, family members, …

• Health Insurance Portability and Accountability Act 

(HIPAA)(HIPAA)

– Protected health information

• Ensuring the accuracy, integrity, and quality of the 

record

– Consistent definitions for Professional roles, patient 

consents , and audit logs 

4
Van der Linden H, Kalra D, Hasman A, Talmon J. Inter-organizational future proof EHR systems: A 

review of the security and privacy related issues. International Journal of Medical Informatics.In Press, 

Corrected Proof.



Establishing a Security Domain from a department to 

enterprise, or Cross-Enterprise Document Sharing(XDS) 

Affinity Domain with security policy, security 

procedures, patient information confidentiality, data 

integrity and user accountability

Establishing a Security Domain from a department to 

enterprise, or Cross-Enterprise Document Sharing(XDS) 

Affinity Domain with security policy, security 

procedures, patient information confidentiality, data 

integrity and user accountability

Audit Trail and Node Authentication 

Security Profile (ATNA)

integrity and user accountabilityintegrity and user accountability
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Aims

• Building the basic secure document-based  

EHR prototype system based on IHE ATNA

– Condition-based access control

– Audit trails– Audit trails
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System Design
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Condition-based Access Control

A contextual role-based access control 

authorization model for electronic 

patient record. Stud Health Technol

Inform. 2006 Sep;124:173-8.
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•Conditions

1. General

2. Patient

•Agent

•Family members

•Other 

3. Emergency



Trigger Event Vocabulary

Actor-Start-Stop ApplicationActivity

Health-service-event
Health Services Provision 

Event

Order-record-event Order Record

Medication Medication Event

Patient-record-event Patient Record

Patient-care-assignment
Patient Care Resource 

Assignment

Patient-care-protocol Patient Care  Protocol

PHI-export Export

Code value

IHE0002

•EventIdentification

•ActiveParticipant

EventEvent

ElementsElements

RFC3881
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PHI-export Export

Procedure-record-event Procedure Record

SecurityAdministration Security Alert

Study-Object-Event
DICOM Instances

Accessed

Patient-care-episode Patient Care Episode

PHI-import Import

Query Information Query

Study-used
DICOM Instances 

Accessed

•ActiveParticipant

•NetworkAccessPointIdentification

•AuditSourceIdentification

•ParticipantObjectIdentification



Application Start

Provide and Register Document Set
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Application Stop



Conclusion and Discussion

• IHE ATNA-based EHR prototype system for 

the document-based electronic health records

• Fulfilling user authentication we require

• Increasing medical record owner’s confidence• Increasing medical record owner’s confidence

• Providing a consistent view of audit logs
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Limitation

• The design of user interfaces for EHRs and 

audit logs does not consider.
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Thank you for your attention! 
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