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The appearance of the Electronic Health Record has improved
the heavy and complicated procedure .
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Background

* The users may interest in EHR
— Patients
— Health care providers
— Other: insurers, family members, ...

» Health Insurance Portability and Accountability Act
(HIPAA)

— Protected health information

* Ensuring the accuracy, integrity, and quality of the
record

— Consistent definitions for Professional roles, patient
consents , and audit logs

Van der Linden H, Kalra D, Hasman A, Talmon J. Inter-organizational future proof EHR systems: A
review of the security and privacy related issues. International Journal of Medical Informatics.In Press, 4
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Audit Trail and Node Authentication
Security Profile (ATNA)

Establishing a Security Domain from a department to
enterprise, or Cross-Enterprise Document Sharing(XDS)
Affinity Domain with security policy, security
procedures, patient information confidentiality, data
integrity and user accountability
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A1ms

* Building the basic secure document-based
EHR prototype system based on IHE ATNA

— Condition-based access control
— Audit trails
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System Design

Access
Control
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Condition-based Access Control

HCP: <HCP, +, view, EPR, weak>; <HCP, +, view, PID, weak>; <HCP, +, view, DmD, weak>; <HCP, +, view, Prsc, weak>;
<HCP, - , view, PV, weak>; <HCP, - , execute, PO, weak>.

Physician: <HCP, +, view, PV, weak:>

) A contextual role-based access control
Resident: <Resident, exp-abs(aPatCod) { aPatCod in patCbe.in_patients | . . . . .
; netct:;’pﬁg_dm h:eccu.mm_domalnslnem;zer_dnsln secChe.clinic_domains Cll/l[]/lOI/'lZleZOI’l WlOd@lfOl" electromc

Audit Physician: <Audit Physician, - , execute, PO, strong>; <Audit Physician, exp-abs(aPatCod) { patCtx health_plan(aPatCod) in userCxaffiations patient record. Stud Health Technol
¥ view, PV, weak>. .
paramedic: <Paramedic, exp-abs{aPatCod) { aPatCod in patCtx.in_patients & Inform. 2006 Sep, 124:173-8.
paramedicCbe is_in_shift_work(dtCbe date_time, userCtx.employee_number)

}, view, PV, weak>,

Clinical Researcher: <Clinical Researcher, - , view, PID, weak>; <Clinical Researcher, +, view, PV, weak>.

() Access authorizations

Health Care Professional — HCP Electronic Patient Record - EPR
——Physician System User - Administrator
L —assistant Physician Healthcare Provider Register

b Audit Physician ——Demographic Data ~ DmD

Name : Wang Shou Ming

f——Faramedic Pl'ESU'i:ltir_lr‘t m Prﬂ:
B . ID : A123456789
urse e Prseription View — PY
| _
e Nutritionist B
j e Reserehe | Prescription Order - PO Add New Roles
*Conditions Condition Department Roles
|General v | [la v | | Physician v || Amiliary Muse v | [Submit]
1. General
2. Patient —Existing Roles
°Agent Condition Department Roles Privilege Operation Resource
*Family members .
J General 3c ﬁﬁsm_tgnt + Execute | nrd_el;.
*Other ysician rescription
3. Emergency -
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Trigger Event

Vocabulary

Actor-Start-Stop

Application Activity

Health-service-event

Health Services Provision

Event
Order-record-event Order Record Event
Medication Medication Event - Code value
Patient-record-event Patient Record IHEOO0O02

Patient-care-assignment

Patient Care Resource
Assignment

‘ Elements

Patient-care-protocol

Patient Care Protocol

PHI-export

Export

Procedure-record-event

Procedure Record

*Eventldentification

*ActiveParticipant

*NetworkAccessPointldentification
*AuditSourceldentification
*ParticipantObjectldentification

RFC3881

Security Administration Security Alert
. DICOM Instances
Study-Object-Event Accessed

Patient-care-episode

Patient Care Episode

PHI-import Import
Query Information Query

DICOM Instances
Study-used Accessed

Institute of BioMedical Informatics
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Application Start

1 <?xml wersion="1.0" encoding="ASCII"™?> il
z <luditMessage xmlns:xsi="http://www.w3.org/2001/XMLSchema—instance” x=i:noNamespaceSchemalocation="healthcare-security-aud |
3 <EventIdentification EventictionCode="E" EventDateTime="2005-05-0=TO1:05:13.3590405:00" EwentCutcomelIndicator="0":x-
4 <EventID code="110100" codeldystemtlame="DCH" displayName="ipplication _ﬁ.ctivitz"f:}
1 <EventTypeCode code="1101Z20" codesSystenllawme="DCHM"™ displayNawe="Application Start™/>
&6  /EventIdentification
7 <hotivePart 2 0
Provide and Register Document Set

g <RolelIDiCd
S </ Aot ivePay

a 7 =1n L1 7 =" FF
10 <cietivePact 1l <?xm]l wversion="1.0" encoding="A3CIIM"2:>

11 <RoleIliCd
1z </ hotivePay

Z <huditMezsage xmlns:xsi="http:/ www.w3.org/ 2001/ XNL3chema—-instance™ ®=i:noNamespaceSchemalocation="heal
3 <EventIdentification EventictionCode="R" EventDateTime="Z009-05-02TO1:058:20.2534405:00 EwventOutcome In

1% <lduditdourg g4 <EventID code="110106" codeSystemName="DCH" displayName="Export™/ >

14 </hudirliessac ) <EventTypeCode code="ITI-15" codelvsteniName="IHE Transactions" displayName="Prowvide and Regizter Do

. X entIdentification>
Appllcatlon StOp iveParticipant NetworklccessPointID="10.220.91.101" NetworklccessPointTypeCode="2" UserID="http:/ /1

<?¥ml wersion="1.0" encoding="rASCIINO

<iuditMessage ¥xmlns:xsi="http://www. w3 .org/ 2001/ ENLSchema—instance™ x3i:noNamespacelchemalocation="healthoare-securits
<EventIdentification EventletionCode="E" EventDateTiwme="2002-05-02TO1:05:20.390405:00" EventOutcomeIndicator="0M:
<EventID code="110100" codelyatenlame="DCH" displayName="TApplication Activitg"f>
“EventTypeCode code="110121" codelSystenMName="DCH"™ displayilawme="Application Stop™ />

</EventIdentification>

choetiveParticipant UserID="adapter™ UserIsBegquestor="false":
<RolelIlCaode code="110150" codelyvstenilawme="DCH" dizplayName="ipplication™ /=

</ AotiveParticipants

10 chetiveParticipant UserID="EHR"™ UserIsBegquestor="trus:

11 <RolelIlCaode code="110151" codelyvstenilawme="DCH" dizplayName="ipplication Launcher™/>

1z «/AetiveParticipants

13 <inditSourceldentification AuditSourcelID="10.220.91.101"/>

14 </ inditMessage

o0 -] o e )
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Conclusion and Discussion

IHE ATNA-based EHR prototype system for
the document-based electronic health records

Fulfilling user authentication we require

Increasing medical record owner’s confidence

Providing a consistent view of audit logs

Institute of BioMedical Informatics
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[.imitation

* The design of user interfaces for EHRs and
audit logs does not consider.
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Thank you for your attention!
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